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Newsletter Edition

Why CONTRACT ?

Consent is a fundamental ethical and
legal concept of our society and culture.

Having the right to refuse or to agree with an offer
is a very basic sign of a subject’s freedom and au-
tonomy. Protecting this right to give or refuse con-
sent is therefore an important goal of national and
European legal regimes and the autonomy standing
behind the right to consent is protected (and limi-
ted) by a complex set of rules and fundamental ri-
ghts. Some of these rules are of European, others of
national character. Many of them are very old and
stable and go back to the roots of European private
law in the period of the Roman Empire, others are
very new and subject to permanent change.

CONTRACT focuses on a defined and important
area of the topic: We analyze how the European
Data Protection Directive and the Clinical Trials
Directive understand and protect informed consent
and which impact these concepts have on the suc-
cess of translational medical research. Both men-

ED I T O R I A L tioned Directives define (informed) consent. Ho-
wever, the definitions as well as the legal concepts
behind them differ significantly. CONTRACT
helps to understand how the differing concepts of
informed consent have consequences on the pa-
tient’s (data subject’s) and researcher’s (data con-
troller’s) rights and duties. It shows how new legal
approaches can help to support translational rese-
arch and to protect patients’ rights at the same time.
The project is in close contact with stakeholders
from all affected interest groups: patients, resear-
chers, regulatory authorities, political bodies, pa-
tient organizations etc. The research community is
supported by a helpdesk offered by CONTRACT
and by intense interaction using all available means
of communication.

This newsletter seeks to give an overview about all
the different CONTRACT activities and the peo-
ple performing them. We would love to hear from
you, would appreciate your feedback and are loo-
king forward to cooperating with you in order to
support Europe as a world-leading research area in
the best interest of the patient.

Sincerely yours
�ikolaus Forgó
Project Coordinator
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Life and Achievements
Results from the CONTRACT electronic questionnaire

by Yvonne Braun, CONTRACT project team member

Informed consent (IC) is a legal
requirement in clinical research
in Europe (Clinical Trials Direc-
tive, Data Protection Directive,
Good Clinical Practice Direc-
tive). CONTRACT aims to inve-
stigate legal, ethical, technical
and clinical aspects of IC in re-
search projects focusing on vul-
nerable patient groups, in
particular the pediatric popula-
tion. In order to identify the main
issues, difficulties and best prac-
tice cases regarding the handling
of IC a survey amongst sta-
keholders was conducted.

For this purpose an online que-
stionnaire was developed and
different interest groups in the
clinical research and care envi-
ronment (e.g. physicians, care
providers, clinical research pro-
ject members, computer - , legal
- , ethical experts, and policyma-
kers) were invited to complete
this online survey
(http://www.contract-fp7.eu/).
The questionnaire comprises a
general section to be completed
by all participants and 5 sections
(clinical care, research, IT, legal/
ethical issues, handling of IC)

addressed to specific stakehol-
ders only.

So far (as of 5th of September
2011) a total of 203 individuals
have participated of whom 58
submitted a complete reply to
the questionnaire. Due to the low
number of respondents a detailed
analysis comparing different co-
untries/ stakeholders is not yet
possible at the moment and thus
only general answers are provi-
ded:
People from 21 different Euro-
pean and 3 Non-European coun-
tries participated at the survey.
The majority of the participants
are very experienced with hand-
ling of IC (mean 9.1 years).
Most of the respondents (60%)
are employees of academic insti-
tutions. 19% answered in the
role of basic researchers, 17% as
chairmen of trials and legal ex-
perts, respectively, 16% as clini-
cians and 9% as computer
scientists.

The survey revealed that the ma-
jority of the participants are very
familiar with legal requirements
regarding the IC procedures.

Furthermore, people are gene-
rally comfortable with informed
consent process and medical and
legal information provided thro-
ugh the IC are considered suffi-
cient and should not be
described in too much detail.
The vast majority insists on dif-
ferent proceedings regarding in-
formed consent in clinical care
and clinical research.

Regarding the individual sec-
tions of the IC in care and rese-
arch, the already existing legal
requirements (purpose of the
trial, voluntary participation, fo-
reseeable risks, data protection,
benefits for patients) are consi-
dered very important.

The role, attitude and experience
of the physician are considered
indispensable in obtaining IC. A
personal discussion with the ph-
ysician as well as a patient infor-
mation sheet (PIS) should be the
basis for decision making regar-
ding trial/ treatment participa-
tion. The size of PIS should not
exceed 5 pages and the patient/
subject should not be asked for
more than 3 different ICs at the
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same time. Ideally, the pa-
tients/subjects should be given at
least 24 to 48 hours to reflect be-
fore signing IC, as is the current
practice according to the respon-
dents. Reconsent is important
from a legal point of view (mean
3.18) and should be obtained in
view of about half of the partici-
pants.

Almost 50% of the participating
coordinators of trial and care
projects have already drafted an
IC, most of them by the means of
IC templates. A lot of them ex-
perienced difficulties within the
IC procedure. About 60% had to
rework the ICs after ethical re-
view, although in their opinion
all legal and ethical requirements
had been addressed and it was
assumed that a major part of the
patients/ subjects would comple-
tely understand all listed items.
In general, IC templates are con-
sidered helpful and people are
willing to pay for a template ser-
vice.

The vast majority of the partici-
pants prefer a paper based infor-
med consent form (ICF), as less
than 50% of the patients/subjects
are considered to be able to sign
ICFs electronically. About half
of the respondents supported the
alternative for the patients/ sub-
jects to choose between paper
and electronic IC, with the pos-
sibility to withdraw by any way.
The electronic form should be
built up on a modular base com-
prising at least modules for care,
trial, research, bio banking, data
storage and transfer. So far, IT
systems in the clinical care and

trial environment (hospital infor-
mation-/, electronic health re-
cord-/, clinical trial management
systems) seem to be mainly used
to archive rather than to actively
manage consent issues.

With regard to the results of the
legal and ethical issues section,
about half of the respondents are
involved in projects where diffe-
rent national and international
legal and ethical requirements
have to be taken into account th-
roughout the IC procedure.The
national implementation of EU
regulations caused indeed some
difficulties within European pro-
jects, amongst others a conside-
rable rise in administrative
overhead and thus cost and de-
lays in study start. Also different
data protection requirements
were not easy to coordinate. A
harmonization of laws and regu-
lation is strongly recommended.

The common IC practice in dea-
ling with vulnerable subjects
complies with legal require-
ments of EU (see Clinical Trials
Directive (DIRECTIVE
2001/20/EC)). Certain evalua-
tion criteria to measure the vul-
nerable patient’s capability to
understand the implications of
the assent are applied by the ma-
jority of the participants. If con-
flicts between consent of legal
representative and assent of sub-
ject arise, the vulnerable subject
will not be admitted to the trial
in most cases.

There is a preference towards
predetermined IC procedure vs.
a negotiable procedure. The re-

tention period of ICFs is not
handled consistently with the
majority archiving ICFs 10 – 15
years or indefinitely.

Almost all patients/subjects are
informed about their rights con-
cerning IC either by written con-
sent or by a personal
conversation with the responsi-
ble physician. It is not common
practice to involve further insti-
tutions/ specialists to inform pa-
tients/subjects about risks,
dangers and aims therapy/ trial.
A slight majority grant pa-
tients/subjects access to their
personal data after signing IC.
Also it is common to share non
– personal data about trial sub-
jects mainly within the same co-
untry or within EU and to a
smaller extent outside the EU. In
general, the patients are infor-
med about data sharing.

Normally, the same levels of
data security are applied throu-
ghout all participating trial sites.
With respect to data protection,
the majority of the participants
confirmed the presence of speci-
fic data security policies and a
data protection officer.

In the future it is hoped, with fur-
ther stakeholder feedback, that
we shall be able to define best
practice cases in dealing with IC
solely based on the survey. A hi-
gher number of participants are
urgently needed. For this pur-
pose the questionnaire remains
online (http://www.contract-
fp7.eu/). Your participation in
the survey is highly appreciated.
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A major success: CONTRACT’s
first stakeholder workshop

by Matthew Pediaditis, CONTRACT project team member

The first CONTRACT’s stakeholders’ workshop
took place in Hannover, Germany, on the 15th of
September 2011 and was a major success. Experts
from the legal, medical and ICT related academic
community (K.U. Leuven, Leibniz University Han-
nover, Saarland University, Stockholm University,
TEI Crete, University of Oslo, University of Cam-
bridge), as well as representatives of major organi-
zations and industrial representatives (ECRIN,
EORTC, TMF, SIOP, Custodix) and EU projects
(BBMRI, EHR4CR, ENCCA and p-MEDICINE)
from eight European countries gathered to exchange
knowledge and experience on issues related to the
impact of the Clinical Trials Directive (CTD) and
Data Protection Directive (DPD) on translational re-
search and clinical trials.

The workshop also discussed the results from the
questionnaire which was conducted during the ini-
tial phase of CONTRACT. Two sessions were held
in series, the first consisting of seven guest presen-
tations and two CONTRACT project presentations,
each followed by a short discussion, and the second,
consisting of an extended in depth discussion.

The participants agreed that the CTD has resulted
in reduced trial participation rates, increasing costs
and declining patient survival rates. This is a clear
indication that the regulation has to be changed.
“There is a need to make it much easier to enroll pa-
tients into academic trials” was the general message

behind each discussion in the workshop. Moreover,
the regulation doesn’t specify what “informed”
means and it doesn’t give outline of consent. This
has led to an inconsistent interpretation of what in-
formed consent means in practice by local ethics
committees. The informed consent document might
not always necessarily be the long comprehensive
document as we know it today, addressing all pos-
sible cases. Ethics committees play therefore a
major role in the way the informed consent is pre-
pared.

Encouragement of participation in clinical trials and
research is connected to giving people a choice –
helping the patients – instead of defining a legal
process. Creating awareness on this subject is im-
portant and implies fully informing the involved
persons, quite a difficult task, which might be faci-
litated if there is an easy to access information desk
so that participants know that the information exists,
is valid, and that it can be read anytime. The most
important issue here is building up trust between the
patient and the physician. Patients are generally not
able to adequately judge whether a treatment is
good or bad for them. Accordingly, a respectful and
open approach to providing information is arguably
as important as the actual content of the informa-
tion. Another problem is that it requires time to pro-
cess the given information in order to make a
decision, which is a problem in urgent life threate-
ning situations.
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It was generally accepted that the role of patient or-
ganizations is very important in assisting patients
making a choice on informed consent. The decision
is a personal matter and the patient is making it on
his/ her own, but guidance from somebody with ex-
perience would help substantially. On the other
hand, withdrawal of consent is a very important fe-
ature. Its practical implication is that it limits the
amount of information required to be delivered to
the patient upfront as long as he/ she may change
his/ her mind at any time.

Finally it was felt that the availability of e-consent
is one of the most anticipated technical solutions to
managing informed consent documents and to gai-
ning informed consent, as it can provide a more fle-
xible and dynamic way of informing participants
while enhancing the feeling of trust. It could give
the possibility to withdraw at any time, so that broad

consent scenarios could be supported. Several ch-
allenges related to managing e-consent were di-
scussed, with the issue of electronic signatures
being one of them.

The key message taken by the project consortium
from the workshop is the fact that there is a great
will in the community to collaborate and cooperate
in creating a more consistent picture of informed
consent and that the project could act as a catalyst
towards achieving this.

As a result of this very fruitful workshop, the CON-
TRACT project – during its second year of imple-
mentation - should focus on integrating the input
provided by the community, as well as continuing to
extend the number of the participating organiza-
tions.

Dissemination
On 24 & 25 January 2012 the Annual Conference of
European Forum for Good Clinical Practice (EFGCP)
in the Résidence Palace in Brussels, Belgium took
place. Participants of the conference discussed, in th
words of the organiser, „ways to improve the informa-
tion provided and see how sponsors, researchers and
research participants can work together to influence
law, policy and ethics and hence change these regula-
tory requirements and current culture.“

The CONTRACT Project was present and conference
participants could inform themselves about the project

by reading the project poster, as well as by having a chat with Magdalena Góralczyk from Leibniz Univer-
sität Hannover, who represented the CONTRACT consortium at this event.

EFGCP is planning to write a report on the conference where a detailed account of the conference will be
given.

From the 25th to the 30th of October, the 43rd Congress
of the International Society of Paediatric Oncology did
take place in Auckland, New Zealand. Prof. Dr. Nor-
bert Graf from the University Hospital Homburg, mem-
ber of the CONTRACT consortium participated and
presented the first results of the questionnaire to an
interested audience of Paediatricians, Nurses and Pa-
rents groups. In front of the poster many lively discus-
sions took place and people expressed their willingness
to contribute in filling out the questionnaire, as all
agreed that Informed Consent is a major issue that
needs to be standardized around the world.
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Feature Article
Informed consent in translational research
by Magdalena Góralczyk, Nikolaus Forgó and Griet Verhenneman, CONTRACT project team members

It is generally known that participation in transla-
tional research is subject to informed consent. Less
well known is the legal basis on which this require-
ment to obtain informed consent is actually based.
In the operational guideline of Trouet (2007)1 and
the recent analysis of Doppelfeld (2010)2 medical
scientific research is used as an umbrella term co-
vering research and experiments on man with the
aim to obtain biological or medical knowledge, but
a widely accepted definition of this concept does
not exist. Both authors do agree that under the um-
brella of scientific research a distinction has to be
made between the scientific use of human biologi-
cal material, research on existing data and clinical
trials. The category of clinical trials can in its turn
be divided in the clinical trials involving medicinal
products and those not involving medicinal pro-
ducts. The clinical trials involving medicinal pro-
ducts can finally be split into interventional and
non-interventional or observational clinical trials.
Drafting an informed consent form for the partici-
pation in translational research will consequently
firstly require you to decide on or specify the type
of research you will be performing.
Secondly you need to determine who you will in-
volve in your research. Here a distinction has to be
made between participants able to consent for th-
emselves and participants not able to consent, such
as children.Given that informed consent is in many
situations considered the most important condition

for participation in medical scientific research, and
this condition cannot be fulfilled as usual by chil-
dren, the Ethics Working Group of the Confedera-
tion of European Specialists in Paediatrics (2003)3

stresses that medical scientific research should
never be carried out in a peadiatric population if it
can also be carried out in an adult population.

Depending on the above two factors, a) the type of
scientific research you are performing; and b) the
participants you are involving; the legal framework
consisting of international, European and national
laws, codes and good practices applicable to your
informed consent form will differ. Nevertheless,
many of the same general requirements apply to all
types of informed consents: the consent has to be
given freely, after having been duly informed.

In the CONTRACT project, as it currently stands,
we have opted to focus, in the first instance, on the
informed consent form for clinical trials and the in-
formed consent form for data protection involving
children.

Informed consent for children’s
participation in clinical trials

The only legal regulation on informed consent for
clinical trials in Europe is the Directive 2001/20/EC
of the European Parliament and of the Council of 4
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April 2001 on the approximation of the laws, regu-
lations and administrative provisions of the Member
States relating to the implementation of good clini-
cal practice in the conduct of clinical trials on me-
dicinal products for human use, or for short “the
Clinical Trials Directive”. As the title of this legal
document already partly suggests, this Directive ap-
plies however only to one type of clinical trial: in-
terventional clinical trials involving drug research.
For the requirements on informed consent in other
types of clinical trials, one has to rely on general
principles, good practices and/or national legisla-
tion. The Clinical Trials Directive defines “infor-
med consent” as “a decision, which must be written,
dated and signed, to take part in a clinical trial,
taken freely after being duly informed of its nature,
significance, implications and risks and appropria-
tely documented, by any person capable of giving
consent or, where the person is not capable of gi-
ving consent, by his or her legal representative; if
the person concerned is unable to write, oral con-
sent in the presence of at least one witness may be
given in exceptional cases, as provided for in natio-
nal legislation”. One of the goals of the CON-
TRACT project is the word-by-word analysis of this
key definition and the in-depth study of the impli-
cations thereof for clinical trials involving children.
The 2001/20/EC directive is currently however
under review. In the following paragraph we signal
some of the most often mentioned potential obsta-
cles to informed consent in paediatric trials.

The most often signalled obstacle is definitely the
difficult, voluminous and contingent information
that minors and their parents are confronted with.
Pinxten, Nys and Dierickxs (2010)4 for example
found that the overload of information makes it dif-
ficult or even impossible for minors and their pa-
rents to make a well-considered decision, and may
tempt them to leave the decision to someone else.
Nevertheless and even though the consent process
should always be designed to discover and promote
the will of the child-participant, the Ethics Working
Group of the Confederation of European Specialists
in Paediatrics (2003) considers it to be best to in-
clude all of the information and considerations ge-
nerally accepted for seeking informed consent of
adults5 . Pinxten, Nys and Dierickxs (2010) also in-
dicate that for children and their parents it is hard
to grasp the distinction between research and the-
rapy.

Robinson and Andrews (2010)6 furthermore highli-
ght that the choice of the Directive to refer to na-
tional legislation for a definition of the patient
unable to consent and legal representative has cau-
sed difficult challenges for international trials.They
found that the majority of Western European coun-
tries does allow family members to consent on be-
half of the patient in so far no other legal
representative was appointed earlier. In a number of
these countries, a legal representative scheme or
hierarchy is enacted by law, while other countries
recognize anyone ‘linked to the subject by family
reasons or fact’. Some countries also allow as a last
step in the hierarchy the consent of the healthcare
professional acting in the best interest of the patient
unable to consent. These national differences were
also recognized as an obstacle in peadiatric research
during the first CONTRACT stakeholder workshop
(September 2010, Hannover). Additionally to the
different representation schemes it was noted that
national legislation also differs with regard to the
age at which a patient is considered to be able to
consent for himself and the evidence or documents
required to prove this relationship.

Welzing et al. (2007) finally indicate that also the
aspects of data protection and its specific regula-
tions are experienced as a major difficulty when
drafting informed consent forms7. These aspects are
further described in the next section.
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Data protection aspects in translational
research

The Clinical Trials Directive obliges all the persons
involved in conducting clinical trials not only to fol-
low the rules of the Directive but to act in obser-
vance of the trial subject’s privacy and his right to
protection of data. As a result the conduct of clini-
cal trials is also subject to the additional rules found
in the Data Protection Directive. Unfortunately the
latter Directive does not contain specific regulations
dedicated only to processing of personal data of trial
subjects. When all of this is looked through the len-
ses of different national legislations the divergen-
ces multiply.

The situation is complicated due to a plethora of re-
asons – firstly the data flows in modern clinical
trials are very complex8; furthermore the national
implementations of both the Data Protection Direc-
tive, as well as the Clinical Trials Directive are very
diverse9. All this together brings difficulties in re-
cognising both which persons involved in the trial
have obligations according to the data protection re-
gulations, and what those obligations actually are.

Both the Clinical Trials and the Data Protection Di-
rectives provide a set of roles – in the former Di-
rective, the main persons involved are the sponsor
and the investigator. In the latter, the main roles in-

1C. Trouet, 2007, Clinical Trials in Belgium, Intersentia, Antwerp – Oxford, 135p.

2E. Doppelfeld, “Appropriate Regulations for Different Types of Medical Research” in A. den Exter (ed.) 2010, Human Rights and Biomedi-
cine, Maklu Antwerpen, 105-116.

3D. Gill on behalf of Ethics Working Group of the Confederation of European Specialists in Paediatrics 2003, “Guidelines for informed con-
sent in biomedical research involving paediatric populations as research participants”, Eur J Pediatr, 162:455-458.

4W. Pinxten, H. Nys, K. Dierickxs 2010 “Frontline ethical issues in pediatric clinical research: ethical and regulatory aspects of seven current
bottlenecks in pediatric clinical research”, Eur J Pediatr, 169:1541-1548.

5D. Gill on behalf of Ethics Working Group of the Confederation of European Specialists in Paediatrics 2003, “Guidelines for informed con-
sent in biomedical research involving paediatric populations as research participants”, Eur J Pediatr, 162:455-458.

6K. Robinson, P. JD Andrews 2010 “(More) trials and tribulations’: the effect of the EU directive on clinical trials in intensive care and emer-
gency medicine, five years after its implementation”, J Med Ethics, vol 36, 6, 322-325.

7L. Welzing et at. 2007 “Consequences of Directive 2001/20/EC for investigator-initiated trials in the paediatric population – a field report”,
Eur J Pediatr, 166:1169-1176.

8K. van Quatherm, ‘Controlling personal data – the case of clinical trials’, P&I 2005, p. 155-161

9Beyleveld, Deryck, D. Townend, S. Rouille-Mirza, and J. Wright. Implementation Of The Data Protection Directive In Relation To Medical
Research In Europe (Data Protection and Medical Research in Europe). Aldershot: Ashgate Pub Ltd, 2005.

10Available online: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp187_en.pdf

troduced are those of data controller and of data pro-
cessor. In the complex environment of a clinical
trial, in which often there are many units processing
the data, distinguishing between these roles can be
difficult.

In addition the relationships between all the actors
are governed by contractual obligations, protocols,
as well as forms of informed consent.

Consent is another focal point of the problems as
both Directives require consent, but the definitions
of consent differ. Therefore there is no clear con-
sensus as towhat the informed consent form should
look like – should the consent for data processing be
a part of the consent for participation in clinical
trial, or rather a separate document? How far-rea-
ching is the requirement of explicit consent? Alth-
ough some clarifications have been brought by the
art. 29 Data Protection Working Party in their opi-
nion on definition of consent10 , further considera-
tion of this and other pressing issues will hopefully
take place in the upcoming revisions of both Clini-
cal Trials Directive and Data Protection Directive.
One of the most important aims of CONTRACT is
therefore to support the European legislator in ma-
stering the legal transition process necessary for a
better understanding of informed consent and for
fostering European clinical research in the best in-
terest of patients.

References
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Feature Article: A concise data protection and
privacy literature overview with a focus on informed
consent for data processing and medical research.

by Magdalena Góralczyk, Nikolaus Forgó and Griet Verhenneman, CONTRACT project team members

The publications concerned with the Data Protec-
tion Directive can be generally divided into three
categories – the first category is publications from
the European bodies – those are the documents on
state of compliance of the national member states
law with the Directive, as well as opinions on the
different notions introduced in the directive. A se-
cond interesting source of information are the EU
Framework projects, which are concerned with the
EU legislation and its influence on the different
forms of research. Finally there is a wide range of
publications from scholars concerned with com-
menting both upon the Directive, as well as its tran-
spositions in the national legislation of the various
EU Member States. The more prominent examples
from each of these categories will be introduced
below.

From the EU bodies

The richest source of information is the art. 29 Wor-
king Party – an institution consisting of the Data
Protection Authorities from every Member State of
EU, which publishes opinions on implementation
of the Directive. Opinions of the Working Party are
held in high regard both by courts and scholars.

Among other documents the Working Party intro-
duced: Opinion 1/2010 on the concepts of "control-
ler" and "processor" from 16 February 2010 and
Opinion 15/2011 Consent from 13 July 2011.

Additionally until the year 2008 yearly reports we-
republished concerning the situation regarding the
protection of individuals with regard to the proces-
sing of personal data in the EU and in third coun-
tries.

Projects sponsored by the EU

Privireal – Privacy in Research Ethics in Law – Pri-
vireal was a project focusing on examining the in-
fluence which country implementations of the Data
Protection Directive have had on medical research,

including the role of ethics committees. As an out-
come of the project, the following books were pu-
blished:

•Beyleveld, D., D. Townend, S. Rouille-
Mirza, and J. Wright. The Data Protection Directive
And Medical Research Across Europe (Data Pro-
tection and Medical Research in Europe: Privireal).
Aldershot: Ashgate Pub Ltd, 2005.

•Beyleveld, Deryck, D. Townend, and J.
Wright. Research Ethics Committees, Data Protec-
tion And Medical Research in European Countries
(Data Protection and Medical Research in Europe
Privireal). Aldershot: Ashgate Pub Co, 2005.

•Beyleveld, Deryck, D. Townend, S. Ro-
uille-Mirza, and J. Wright. Implementation Of The
Data Protection Directive In Relation To Medical
Research In Europe (Data Protection and Medical
Research in Europe).Aldershot: Ashgate Pub Ltd,
2005.

ACGT - Advancing Clinico-Genomic Clinical
Trials on Cancer – the ACGT project aimed at de-
veloping support tools in support of cancer research.
The project had a strong focus on data protection,
which resulted in a data protection framework,
which was also published:

•Forgó, Nikolaus, RegineKollek, Marian
Arning, Tina Krügel, and Imme Petersen. Ethical
and Legal Requirements for Transnational Genetic
Research: Rechtsstand: Mai 2010. 1st ed. Munich:
Beck JuristischerVerlag, 2010.

•Arning, M. “Data protection in grid-based
multicentric clinical trials: Killjoy or confidence-
building measure?” Philosophical Transactions of
the Royal Society A: Mathematical, Physical and
Engineering Sciences 367, no. 1898 (2009): 2729-
2729-2739.

Academic publications

Bainbridge, David. Data protection. 2nd ed. St. Al-
bans [England]: xpl Pub., 2005.

Bennett, Colin J. Regulating Privacy: Data Protec-
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tion and Public Policy in Europe and the United Sta-
tes. Ithaca, N.Y: Cornell University Press, 1992.

Blobel, Bernd. Advanced health telematics and te-
lemedicine : the Magdeburg expert summit text-
book. Amsterdam ;;Washington DC ;Tokyo: IOS
Press ;;Ohmsha, 2003.

Büllesbach, Alfred. Concise European IT law.Klu-
wer Law International, 2010.

Carey, Peter. Data Protection: A Practical Guide to
UK and EU Law. 2nd ed. Oxford: Oxford Univer-
sity Press, 2004.

Corrigan, Oonagh. Genetic Databases: Socio-Ethi-
cal Issues in the Collection and Use of DNA. Lon-
don: Routledge Chapman & Hall, 2004.

Donnelly, Mary. Healthcare Decision-Making and
the Law: Autonomy, Capacity and the Limits of Li-
beralism. Leiden: Cambridge University Press,
2011.

Dutton, William H., Paul W. Jeffreys, and Ian Gol-
din. World wide research: reshaping the sciences
and humanities. MIT Press, 2010.

Emanuel, Ezekiel J. The Oxford textbook of clini-
cal research ethics. Oxford ;;New York: Oxford
University Press, 2008.

Gutwirth, Serge, Yves Poullet, Paul de Hert, Cécile
de Terwangne, and Sjaak Nouwt. Reinventing Data
Protection? 1st ed. Aldershot: Springer, 2009.

Hervey, Tamara K., and Jean Vanessa McHale.
Health law and the European Union. Cambridge:
Cambridge University Press, 2004.

Humber, James M., and Robert F. Almeder. Privacy
and health care. Totowa, N.J: Humana Press, 2001.

Klosek, Jacqueline. Data Privacy in the Information
Age. Westport, Conn.: Greenwood Pub Group Inc,
2000.

Leino-Kilpi, Helena.Patient’s autonomy, privacy,
and informed consent. Amsterdam ;;Washington
DC: IOS Press, 2000.

Roach, William H., and American Health Informa-

tion Management Association.Medical records and
the law. Sudbury, Mass: Jones & Bartlett Learning,
2006.

Room, Stewart.Data protection and compliance in
context.Swindon U.K.: British Computer Society
(BCS), 2007.

A concise literature overview with a
focus on informed consent for clinical

trials in paediatrics.

Many institutions, companies and people are con-
fronted with the issue of obtaining or giving infor-
med consent for clinical trials. Not surprisingly,
guidelines, recommendations and good practices
have been developed internationally, both by offi-
cial bodies and through scientific research. In Eu-
rope the informed consent for participation in an
interventional clinical trial involving medicinal pro-
ducts has for the last 10 years been regulated in ad-
dition by Directive 2001/20/EC. Publications on
informed consent for clinical trials vary from prac-
tical guides on how to draft informed consent forms,
over ethical and legal publications, to study results
reporting on good practice cases or research with
informed consent forms. Publications on informed
consent specifically in paediatrics do exist, but are
rather rare. We introduce the most prominent and
recent examples of publications in these three cate-
gories below.

Guides to informed consent for clinical
trials

•The World Health Organisation has publi-
shed several templates for informed consent on its
website, including templates for the Informed Con-
sent for Clinical Studies and Informed Assent for
Children/minors, http://www.who.int/rpc/rese-
arch_ethics/informed_consent/en/.

•Marshall, P., (2007) “Ethical challenges in
study design and informed consent for health rese-
arch in resource-poor settings”, WHO publication:
Special Topics in Social, Economic and Behaviou-
ral (SEB) Research report series; No. 5,
TDR/SDR/SEB/ST/07.1.

•ICH E 6(R1) (1996) ICH Harmonised Tri-
partite Guideline. Guideline for good clinical prac-
tice E6(R1).

•ICH E11 (2000) ICH Harmonised Tripar-
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tite Guideline. Clinical Investigation of medicinal
products in the pediatric population E11.

•SIOP Psychosocial Committee (2003) Psy-
chosocial Guidelines in Pediatric Oncology on In-
formed Consent, MedPedOncol, 40: 244-246.

•Gill, D. and the members of the Ethics
Working Group of CESP (2004) “Ethical principles
andoperational guidelines for good clinical practice
in paediatric research.Recommendations of the Eth-
ics Working Group of the Confederation of Euro-
peanSpecialists in Paediatrics CESP)”,Eur J Pediatr,
163: 53-57.

•Gill, D. and the members of the Ethics
Working Group of CESP (2003) “Guidelines for in-
formed consent in biomedical research involving
paediatric population as research participants”, Eur
J Pediatr, 162:455-458.

•AMA Guidelines on informed consent,
Code of Medical ethics and Policy Finder, availa-
ble through organisation website: www.ama-
assn.org.

Ethical and legal publications on informed consent
for participation in clinical trials

•Pinxten, W., Nys, H. and Dierickxs, K.
(2010) “Frontline ethical issues in pediatric clinical
research: ethical and regulatory aspects of seven
current bottlenecks in pediatric clinical research”,
Eur J Pediatr 169:1541-1548.

•Shorthose, S. (ed.) (2010) Guide to EU Ph-
armaceutical Regulatory Law, Kluwer Law Inter-
national.

•denExter, A. (ed.) (2010) Human Rights
and Biomedicine, MakluAntwerpen.

•Humphreys, S. (2010) “Entering a clinical
trial: consent and contract – a consideration”, The
Internet Journal of Law, Healthcare and Ethics, 6, 2.

•Robinson, K. and Andrews, P. (2010)
“(More) trials and tribulations: the effect of the EU
directive on clinical trials in intensive care and
emergency medicine, five years after its implemen-
tation”, J Med Ethics, 36: 322-325.

•Welzing, L., et al. (2007) “Consequences
of Directive 2001/20/EC for investigator-initiated
trials in the paediatric population – a field report”,
Eur J Pediatr, 166:1169-1176.

•Afshar K. et al. (2005) “Recruitement in
pediatric clinical trials: an ethical perspective”, J
Urol, 174:835-840.

•Delawi, D., Dhert, W. and Oner, F. (2008)
“Conducting a European multi-centre trial: first ex-

periences with the new EU clinical trials directive
from an academic perspective”, Eur Spine J,
17:1113-1115.

•O’Neill, O. (2004) “Accountability, trust
and informed consent in medical practice and rese-
arch”, Clin. Med, 4:269-276.

•Syse,A. (2002)“Valid (as opposed to infor-
med) consent”, Lancet,356:1347-1348.

Study results on the use of informed
consent forms

•Verheggen, F. and Wijmen, F. (1996) “In-
formed consent in clinical trials, review”, Health
Policy, 36:131-153.

•Karunaratne, A. et al. (2010) “Improving
Communication when seeking informed consent: a
randomised controlled study of a computer-based
method for providing information to prospective
clinical trial participants”, MJA, 192(7):388-392.

•Padhy, B., Gupta, P. and Gupta, Y. (2011)
“Analysis of the compliance of informed consent
documents with good clinical practice guidelines”,
Contemporary Clinical Trials, 32:662-666.

•Andre, N. et al. (2005) “How pediatric re-
sidents involve children during medical decision-
making?” Arch Pediatr, 12:1068-1074.

•Fisher-Jeffes, L., Barton, C. and Finlay, F.
(2007) “Clinicians’ knowledge of informed con-
sent”, J Med Ethics, 33:181-184.

•Gordon, E., Yamokoski, A. and Kodish, E.
(2006) “Stability of parental understanding of ran-
dom assignment in childhood leukemia trials: an
empirical examination of informed consent”, J Cli-
nOncol, 24:891-897.

•Tattersall, M. (2001) “Examining informed
consent to cancer clinical trials”, Lancet, 358:1742-3.

•Paasche-Orlow, M. Taylor, H. and Bran-
cati, F. (2003) “Readability Standards for Informed-
Consent Forms as Compared with Actual
Readability”, N Engl J Med, 348:721-726.

•Angiolillo, A. et al. (2004) “Staged infor-
med consent for a randomized clinical trial in chil-
dhood leukemia: impact on the consent process”,
Pediatric Blood and Cancer, 42:433-437.
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What is “personal data” ?

The EU DP Directive presumes a single category of “personal data”,
whereas the reality is a little more complex: aggregated “personal
data” is no longer “personal”, but may nevertheless have identifi-
cation risks where small numbers are concerned; data may be de-
identified (“pseudonymised”) so that it is no longer possible for the
data controller to identify a person’s record (perhaps in response to
a subject access request), but it is still deemed “personal data”.
A large data-set of individually “unidentifiable” records almost cer-
tainly has one or more records that could be identified, either by
some chance occurrence of values or by determined application by
a “hacker”. Any rich data-set (as often used in healthcare) will have
many unique records, though not necessarily identifiable as such.

The EU DP Directive needs to be revised to make clear what obli-
gations or restrictions apply to what sorts of data that fall within the
broad remit of “personal data”. That all “personal data” needs some
measure of protection is indeed appropriate, but the legal basis needs
to be better grounded in the level of risk and appropriate safeguards.

Medical data re-use

DP Legislation presumes a rather simple “supply chain”: data sub-
ject: data controller: data processor, where the data controller is the
supplier of the products or services to the end-user/data subject.
Other actors may be involved, but usually as agents or data proces-
sors on behalf of the data controller. The consumer may, of course,
have multiple relationships with different suppliers/data controllers
to gain an overall service or set of products.

In healthcare, the situation is much more complex. There may be a
“primary supplier” or payor (an insurance company or state health-
care) who pays for or even commissions services for the patient.
While historically their involvement was often only financial, so de-
tailed care information was not necessary, nowadays there is far
more emphasis on “smart commissioning” to get high-quality care
for the patient at the most effective price.

Even this is a simplification of actual practice, where clinical go-
vernance is a separate strand within professions and across organi-
zations, involving various regulatory bodies (e.g. NICE, GMC,
BMA, MDU, etc., in the UK); individual professions have a duty

Community View
The challenges for data protection in
contemporary healthcare activities

by Peter Singleton, Director at Cambridge Health Informatics
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of confidence around what patients may tell them (as well as broader expectations of medical confidentia-
lity, of course); as well as government initiatives which may require the sharing of medical data to measure
progress towards various policy goals.

Furthermore, there is an urgent need to learn from the experience of healthcare delivery – within teams, wi-
thin organizations, and across healthcare economies. Currently, this tends to be the role of medical research,
but should really just be part of wider clinical practice with medical research just being the more “scienti-
fic” aspect of a wider process of quality improvement, identifying what works and what doesn’t.

The problem with the current framing of DP (and ethics review as well) is that explicit consent is often re-
quired for every use of medical data in a separate project – no matter how well controlled and vital. This
increases costs for medical research and means that many routine uses and possible studies either never get
done, are significantly delayed, or are less effective than they might otherwise be.

The EU Article 29 Data Protection Working Party has already identified that gaining consent for recording
data in EHRs is not appropriate and that there should be explicit legislation is each EU member state, de-
tailing likely use and expected protection. This should allow more effective review of healthcare in prac-
tice rather than just in the laboratory (e.g. clinical trials, where consent is usually appropriate), removing a
barrier to better understanding of medicine and its delivery and allowing a reduction in the number of un-
necessary deaths, poor outcomes, and spiraling costs of healthcare.

Experience with computer assisted design
of informed consent documents

by Roland Krause and Dr. Annette Pollex-Krüger at TMF e.V.

The development of an online
wizard by TMF e.V. Berlin for
the web-based design of infor-
med consent forms (www.tmf-
ev.de/pew) was driven by the
following considerations: Infor-
med consent is not limited to a
pure signed paper; it rather in-
volves two essential parts: a do-
cument and a process. The
informed consent document pro-
vides a summary of the clinical
trial (including its purpose, the
treatment procedures and sche-
dule, potential risks and benefits,
alternatives to participation, etc.)
and explains the rights as a parti-
cipant. It is designed to begin the
informed consent process, which
consists of conversations bet-
ween the patient and the research
team. In order to create such a
document, a variety of informa-
tion is required.

The informed consent process
provides the participant with on-
going explanations that will help
make educated decisions about
whether to begin or continue
participating in a trial. Research-
ers and health professionals
know that a written document
alone may not ensure that a pa-
tient fully understand what par-
ticipation means. Therefore,
before the participants makes a
decision, the research team will
discuss with them the trial’s pur-
pose, procedures, risks and po-
tential benefits, and the rights as
a participant. Before, during, and
even after the trial, a participant
shall have the opportunity to ask
questions and raise concerns.
Thus, informed consent is an on-
going, interactive process, rather
than a one-time information ses-
sion.
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A general framework for an in-
formed consent regarding clini-
cal research requires that the data
and/or material must be collec-
ted, processed and stored only
for a defined purpose, for a re-
stricted time frame, and for ex-
plicitly listed users. All these
conditions must be mentioned in
the patients’ information. Exten-
ding these restrictions is possible
in certain circumstances, but
only by applying additional safe-
guards and conditions in a rigid
organizational framework,
where the risk of re-identifica-
tion is strictly controlled. The
TMF approach overcomes the
barriers for keeping data indefi-
nitely by additional safeguards.
The additional safeguards are:
Establishing the medical rese-
arch network as a legal instance
with clear accountability, Offe-
ring state-of-the-art information
and communication security, in-
cluding Public Key Infrastruc-

ture (PKI) techniques and access
control, dividing informational
powers by designating informa-
tion and procedures to several in-
dependent parties; in particular,
the establishment of Trusted
Third Parties (TTPs) and sepa-
rate storage of data, medical
images, biomaterial, and corre-
sponding analysis results, and
the use of pseudonymization.

TMF has therefore developed an
online wizard for the web-based
design of informed consent
forms (www.tmf-ev.de/pew)
based on the book Patient Infor-
mation and Consent: TMF Chec-
klist and guidelines. The wizard
guides the user through the com-
pilation of the documents and
proposes model/generic texts. It
contains all required information
(legal principles, opinions of eth-
ical committees, etc.) However,
the wizard does not “self-gene-
rate” documents; the output

needs to undergo careful adapta-
tion to each research project.

Further developments may
cover: Rules for patients not ca-
pable of consent, i.e. poly-trau-
matic patients, unconscious
patients or those patients with
dementia as well as children. In
Germany, as a result of the fede-
ral distribution of competencies,
many different laws with diffe-
rent regulations and limitations
for research exist; this is espe-
cially the case for studies where
only indirect benefit is expected.
It is therefore desirable that uni-
form rules are drafted and, mo-
reover, Standardisation within
Europe in this field is needed,
e.g. in accordance with the
Oviedo Convention of the Coun-
cil of Europe.
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Upcoming Events
CONTRACT and Academic GMP organize

a joint conference
by Matthew Pediaditis, CONTRACT project team member

CONTRACT and Academic GMP join forces and
will be hosting together a conference that will take
place on October 11-12, 2012 in Brussels. Acade-
mic GMP (Grant Agreement No: 260773) and
CONTRACT are both running within the research
area HEALTH.2010.4.2-6, Impact of EU legislation
on health research. Academic GMP investigates the
impact of EU regulation on the development of Ad-
vanced Therapy Medicinal Products (ATMP) in
academia. The theme of the conference will be “The
Impact of EU legislation on Therapeutic Advance”.

The European Union has actively pursued and enh-
anced regulation of scientific research and medical
treatment during the last decade. The Directives
2001/20/EC on Clinical Trials, 2001/83/EC on a
community code for medicinal products,
2002/98/EC on Blood and Blood components,
2004/23/EC on Human Tissues and Cells,
2005/28/EC on Good Clinical Practice and the re-
gulation 1394/2007/EC on advanced therapy medi-
cinal products are examples of these activities.

They have a goal in common that is easily under-
standable and clear: Protecting patients from risks
that scientific research and medical treatment might
cause on the one hand and fostering research and
care on the other hand.

In addition to those provisions directly targeting

medical research, additional pieces of legislation
shape the innovation trajectory in many ways, af-
fecting researchers, clinicians and patients. The si-
tuation is complex and – in the view of many –
unsatisfactory for many different reasons. It is fo-
reseeable that the framework will become even
more complex when upcoming, technically and eth-
ically challenging therapeutic advances become
subject to more intense regulations.

The aim of the workshop will be to critically ana-
lyze and better understand the impact of Euro-
pean legislation on the patients’ situation on the
one hand and the European (academic) research
environment on the other hand.

The conference will unite participants from diffe-
rent European projects dealing with interdiscipli-
nary issues of legal regulation of medical research
and treatment.

Target groups will be members of the European Par-
liament, policy makers and regulatory authorities in
the member states, (academic) researchers and pa-
tient organizations, as well as the general public.

For the final location and conference agenda,
stay in touch through www.contract-fp7.eu and
www.academic-gmp.eu, or subscribe to this news-
letter.
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CONTRACT People

Prof. Dr. �ikolaus
Forgó

is a full Professor for Legal In-
formatics and IT-Law and since
2007 Head of the Institute for
Legal Informatics (IRI) at the
Leibniz Universität Hannover.
He is the coordinator of CON-
TRACT, thus responsible for
the overall management of the
project, including the coordina-
tion of all legal, financial and
administrative aspects of the
project. He is the leader for
WP1: “Coordination and Pro-
ject Management” and WP3:
“Status in Europe”. Professor
Forgó has significant expe-
rience in the management of
EU-level projects, such as wi-
thin the FP6 Integrated Project
AGCT (work package leader),
within FP7 in the projects P-
Medicine, EURECA, CON-
SENT and PONTE and others,
as a member of the scientific ad-
visory board of the Network of
Excellence “Virtual Physiologi-
cal Human” and also in the co-
ordination of diverse national
and international projects.

Magdalena Góralczyk

is a member of the Institute for
Legal Informatics (IRI), Leibniz
Universität Hannover (LUH)
and part of the coordinator team
of CONTRACT Project. Toge-
ther with Prof. Forgó she is re-
sponsible for the project as a
whole and therefore her tasks
focus on coordination and ma-
nagement of the work of the
whole consortium. Furthermore,
as LUH was the leader of WP3
- "Status in Europe” - she was
responsible for the first stage of
the legal analysis done in the
project.

Magdalena has been part of the
IRI team since October 2008.
Before that she read law at Sile-
sia University, Poland and La
Sapienza Universitá di Roma,
Italy and graduated in 2008.
Currently, next to her work in
CONTRACT and other projects
of the Institute, she is busy with
her Ph. D. thesis in the field of
data protection.

Prof. Dr. �orbert M.
Graf

is a Professor of Paediatrics, the
director of the Department of
Paediatric Oncology and Hae-
matology at the Saarland Uni-
versity in Germany, and
member of the Faculty of Medi-
cine of the same University.
Prof. Graf’s main contribution
to CONTRACT focuses on the
clinical aspects, providing insi-
ghts and feedback on how the
Data Protection Directive finds
application in real-life clinical
trial settings, in particular in
terms of informed consent. He
is the leader for WP2: “Problem
Analysis”. Prof. Graf is a mem-
ber of the German Society of
Paediatrics, the Austrian Society
of Paediatrics, the Association
of Paediatricians in Germany,
the German Society of Paedia-
tric Oncology and Hematology
(GPOH), the German Cancer
Society, the Cancer Society of
the Saarland, Germany, the Ger-
man TNM Committee, repre-
sentative for the German
Paediatricians, the European
Bone Marrow Transplantation,
the International Society of Pa-
ediatric Oncology (SIOP), the
Paediatric Society of Bone Mar-
row and Stem Cell Transplanta-
tion, the European
Haematology Association and is
an Associate Member of COG
(Children’s Oncology Group,
USA).

Griet Verhenneman

is scientific researcher at Inter-
disciplinary Centre for ICT and
Law (ICRI) at Katholieke Uni-
versiteit Leuven. Within the
CONTRACT project Ms. Verh-
enneman studies the legal fra-
meworks for informed consent
in care, research and data pro-
tection together with the legal
team of IRI. She is leading
WP4: Policy Recommendations
and Guidelines. Ms. Verhenne-
man has sound experience with
research on ICT-law, eHealth
and the law especially. She con-
tributed to different Belgian and
European projects amongst
which the FP7 TAS3 project on
secure data sharing in an e-
health and work-related context
and the IM3 project on medical
mobile monitoring, the Transe-
Care project on eHomecare and
the Share4Health project which
aimed to build a common pa-
tient-centric and community-
centric healthcare IT platform
including innovative security
and privacy solutions, all sup-
ported under the Flemish IBBT
framework. In 2010 she was
awarded the prize for Best
Young Presenter at the Fitce
Congress in Santiago, Spain for
her presentation entitled "Con-
sent, an Instrument for Patient
Empowerment?". Currently
Griet is preparing a PhD on the
patient's right to privacy and au-
tonomy in personalized health-
care.


